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Updated regulations Updated regulations

Welcome to the new version of KBC Touch. This update also involves changes to the Welcome to the new version of KBC Touch. This update also involves changes to the
regulations. The main change is regulations. The main change is

_l - the disappearance of the KBC Sign as a lagin and signing method 4'

= thedisappearance of the KBC Sign as & login and signing method

Read the KBC Touch Regulations Read the KBC Touch Regulations
= s
l I accept the KBC Touch Regulations : Continue l " laccept the KBC Touch Regulations :
N B N N B N .

If you use KBC obile or KBC Touch, you accept that KBC Bank, KBC Insurance and your If you use KBCJgbile or KBC Touch, you accept that KBC Bank, KBC Insurance and your
insurance agenYwill communicate with you by digital means. In that case, we will send insurance agengwill communicate with you by digital means. In that case, we will send
messages and dgcuments to you as much as possible in KBC Mobile and KBC Touch, and messages andflocuments to you as much as possible in KBC Mobile and KBC Touch, and
not in paper form\This means that, among other things, you will receive digita not in paper fffrm. This means that, among other things, you will receive digital
documents relatindyto your investments and insurance products. documents yElating to your investments and insurance products.
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KBC

Art. 12 GDPR

Transparent information,
communication and modalities for
the exercise of the rights of the data

subject

1. I'he controller shall take appropriate measures to provide any information referred to in

Articles 13 and 14 and any communication under Articles 15 to 22 and 34 relating to

processing to the data subject in a concise, transparent, intelligible and easily

form, using clear and plain language, in particular for any information addressed specifically

to a child. © The information shall be provided in writing, or by other means, including, where

appropriate, by electronic means. © When requested by the data subject, the information may

be provided orally, provided that the identity of the data subject is proven by other means.
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12 Duna procing

prov:Person

T

rdfs:subClassOf

[ Purpose DataSubject ’1 rdfs:subClassOF { MinorData Subject

forPurpose/ hasConsent/
M ’ v f- ;
isPurposeForConsent isConsentForDataSubject

31 Ammciments 1o thee reqiation; g

o sraeses withest s e varon of
n

l forPersonalData/

isPersonalDataForConsent \
Consent PersonalData

-
forProcessing/ I b l

— : . ___/ invalidates/
isProcessingForConsent hasStatus — isinvalidatedBy

e e i u “ ! Processing Status ‘
rdf:type

StatusValidForProcessing }—4{ StatusinvalidForProcessing




_ 00 (Ae.
i) 5
= @ M <

Personal
Authoritative Finance and (privacy sensitive)
Data Reputational Data



|
>
X

I

& Citizen-controlled
Interconnectedness

Transparent I
(-

Public Administration



Transparent
& Citizen-controlled —
Interconnectedness

|
>
K4

|

* Right to be informed,
* Right to access,
* Right to rectification,

* Right to erasure,

* Right to restriction of processing,

« Right to data portability,

* Right to object,

&

|

* Rights regarding automated decision making. il

Public
Administration
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e TRAPEZE - TRAnsparency, Privacy and security for

2020

European citiZEns

Fact Sheet Results News & Multimedia

Project description

El
New technologies can help protect data flows

Data is an essential resource for economic growth, competitiveness, innovation, job creation
and societal progress in general. Common European data spaces will ensure that more data
becomes available for use in the economy and society, while keeping companies and
individuals who generate the data in control. The EU-funded TRAPEZE project will develop
technologies to empower citizens to actively contribute to the cyber resilience of the common
European data space. It will provide the public with the necessary tools and information to
manage their security and privacy. It will also create technologies to enforce the integrity and
non-repudiation of citizens’ data usage policies and processing across data sources. Overall,
the project will carve out a path to put cutting-edge technologies like blockchain and linked
data to practical use.

Show the project objective

euEEEE W

Project Information

TRAPEZE

Grant agreement |ID: 883464
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Start date
1 September 2020

End date .
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H2020-EU.3.7.6.

H2020-EU.3.7 4.
H2020-EU.3.7.

Overall budget
€6 017 950

EU
contribution

€4995812,50

Coordinated by
TENFORCE BVBA
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Consortium objectives

« Empower citizens and establishing a more trustworthy data economy by leveraging
existing and emerging data, control, and processing decentralization technologies;

* Raise citizens’ awareness of personal data processing risks and cyber threats by
establishing a one-stop-shop for information and training;

* Pilot the TRAPEZE solution in 3 distinct personal data processing scenarios,
demonstrating its potential for real-world applicability, scalability and replicability.

Z
/ o~ e . T
II TENFORC : E R C | M Technische ' I II:I:’_I..\:\‘w‘: i!w‘sm..-‘
r Universitat per linformatica
European Research Consortium
for Informatics and Mathematics

Berlin
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institute MIHAILO PUPIN INFORMATIE
VLAANDEREN



TRAPEZE aspires to bring together all key
stakeholders in data protection under the
umbrella of its holistic Security and Privacy
Resilience Framework, embodied in the
TRAPEZE Platform

« setting up a Personal Data Inventory;

* relying on Al-driven data discovery and
classification, and identity correlation;

* metadata catalogue will utilize the Linked
Data paradigm,;

« Semantification of all future payload data
and, in combination with the concept of
Sticky Policies;

« enable machine-readable expression
and flexible management of elaborate
data policies;

« Allowing automated compliance
checking;

APPUCATION

BUSINESS LOGIC

DATA

CITIZEN DPA CONTROLLER/PROCESSOR

Vg ", ,
‘| Security & Privacy Transparency & Security & Privacy ‘| Personal Data
' Control Compliance Help Desk /| Processing -
| Dashboard 7= Dashboard & Training o Services i
; | il || @ L+ B
M A A, o i
e S k- §----- L k-~ & !
) L i '- ' i ]
|'r/ \."u
-.':_.h H'IPERI._EI:IG_ER [
< FABRIC Consent & policy logs = ===
=
R — =
—_— ___::::.) (OO Data request logs  —» &=
- J SPECIAL
— | Compliance logs [«  Compliance Engine
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Achievements

Collaboration

WEB presence
Social media channels
Publications

Dissemination activities

Compliance, Privacy,
Policy management

Introduction of reasoning
algorithms to support
compliance checking

Sticky Policies in OWL 2.0
Representing Sticky Policies
in JSON format

<™. HYPERLEDGER

<% FABRIC

TRANSPARENCY, i
PRIVACY ..
AND SECURITY
FOR EUROPEAN
CITIZENS e

Ena dats: 31 August 2023

Overal buet €6 017 950

EU Contaton € 4 995 81250

Coortinstor. TENFORCE EVEA

TRCONSYUCIINg da1a Anaags B0 Implemanten) IBNSparency by G501, 300

Cartact conlachBirapaze-ororect ou

GRMONSIig s applicatiMy i 3 sl OPIBANG anvroNMaNts of PUblc, 8kcom and Inancial sactars. Soe ako e fact shaet cn CORDIS

{

created: 1608288951,

modified: 1608288951,

id: "177347GHFGWB@",

ownerID: ctx.clientIdentity.getID().split("::")[1].split("CN=")[1]

hasDataCategories: "Demographic",

policyType: "CONSENT",

hasPurpose: { "@class": "Marketing" },

hasRecipient: { "@instance": "acme:ACME" },

hasProcessing: {
"@class": "AutomatedDecisionMaking",
hasHumanInvolvement: "true"

},

"@ontologies": [
"http://trapeze-project.eu/vocab.owl",
"http://www.company.com/use-case-ontology.owl"

1,

"@context": {

"@base": "http://w3.dpvcg.org/vocab#",
"acme": "http://acme.com/entities#"
}
h
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8  rome
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A permissions M h‘. 1 }
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Data you gave us Data we collect What you agreed

Check the data you provided us
with when signing up for the

Learn about the data we collect Terms and conditions and
and analyze while you're using privacy policies you dutifully
service, aur service. agreed.

s Hor andinnosatior prant agreement No. BEMEA
Copyright © 2021
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Interfaces

WEB compliance and
ompliance dashboard
Mobile application

«  GAT

* Help-Desk specs

Platform

* Architecture
Component's specs
Internal and External

interfaces



TRAnRNsparency, Privacy and security for European citiZEns

trapeze-project.eu
@trapeze_eu

@ https://www.linkedin.com/company/trapeze-project/

Email: Alexander.Vasylchenko@tenforce.com
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