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SECONDO

Acquire Data
* Internal Sources
* External Sources
o Open source intelligence
Social media intelligence

o
o Human intelligence
o Dark Web

Continuous Risk Monitoring %

Assess on a continuous basis the risk
levels and the performance of the
implemented cyber security controls
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Scientific
Cyber Threat Intelligence

Q‘ Analyze Data

Artificial intelligence: make predictions
and extract insights and patterns

Data analytics: analyze raw data to make
conclusions

Machine learning: predict and find
representative values for the missing
data

Detect threats

Understand & Evaluate organization’s
status

Response and prepare the organization’s
future actions

o Mitigate Risk

o Risk Transfer




Scientific

SECONDO SECONDO

SECONDO proposes an Economics-of-Security-as-a-Service
(ESaaS) platform that encompasses a comprehensive cost-
driven methodology for:

 estimating cyber risks based on a quantitative approach (on
both technical and non-technical aspects)

* recommending optimal investments in cyber security for
efficient risk management

e determining the residual risks and estimating the cyber
insurance premiums
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SECONDO
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Quantitative Risk Analysis
Module

Metamodel

Existing Risk
Analysis Tools

Social Engineering
data

External Sources

Pricing
External Sources

Risk related data (e.qg.

logs, external sources) ;
Enhanced Risk

Assessment
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Continuous Risk
Monitoring Module

02

Cyber Security Investment
Module

04

Risk Assessmen

Risk
Assessment

b ﬁ

—

03

Blockchain Cyber Insurance Coverage and
-8 Premiums Module
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‘ Insurance Insurance
Reports Ontology "~ Estimation
b | — ' Pefe
Defending
Strategies .
e . Analytics

Optimal Security
Investment
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Cyber Insurance Policies
Estimation

Scientific
The SECONDO platform



SECONDO Impact on Organizations

q Mitigate Cyber Risk Consultation on cyber

* Phishing _securlty strategies and
Investments

 SIEM

e Log files (Firewall, IDS) Ol « Econometrics Module
» Social Media

» Asset Valuation @

» Optimal Decisions
O Ensure their customers
* Eliminate information asymmetry

* Insurance exposure assessment
* Premiums

* Privacy-preserving smart contracts

e Continuous Risk Monitoring
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SECONDO

Is your business prepared for the Next Cyber Attack?

SECONDO

. . . Visit us for our latest news
Find us on social media Www.secondo-h2020.eu

@H2020Secondo SECONDQO Project

@HZOZOSecondo

SCAN ME
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