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PUZZLE VISION

PUZZLE aims to deliver a novel approach of providing cybersecurity services through a marketplace (“As-a-Service”),
easy to adopt and deploy within a business ecosystem and computational infrastructure; highly usable
cybersecurity, privacy and data protection management framework. Dynamic monitoring and forecasting of threats,

identification of optimal security policies and deployment of dynamic PUZZLE Agents for efficient and secure
collection of edge and network data. This is also coupled with the creation of a threat intelligence data marketplace

through the integration of Blockchains.

e FOR WHO? PUZZLE will enable a new mode of security and verification for mixed-criticality services running at
various levels in the overall business ecosystem stack

e WHY? Turn the business ecosystem into a real-time verified ecosystem governed by security enablers to safeguard
the correct state of all assets during the entire lifecycle of operation.

e Safeguard also attestation/verification & threat intelligence data sharing.
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PUZZLE

MOTIVATION & CHALLENGES

o loT CPS
Virtualization Cloud Fog/edge computing

Dynamicity Autonomicity
Heterogeneity

Multi-tenancy

Mixed-Criticality
Services

Agility

[...] give all European SMEs&MEs access to
comprehensive security operations solutions
ol o that are appropriate to their circumstances,
Rigidity L ap 1% are affordable, and are evolvable to keep pace
Inefficiency | & with escalating threats and innovations in
technology and practice.

ECSO SRIA (June 2019)
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PUZZLE

MOTIVATION & CHALLENGES

Cyber-space is effectively without frontiers
[...]. Strategic management of Critical
Information Infrastructures has to balance
the benefits created through “ease of
connection and remote control” versus the
increased level or risks. [...]

The externalisation of IT resources to outside
providers and new approaches to hardware,
such as BYOD make the notion of perimeter
obsolete. Intrusion Detection Systems need to
adapt in order to be able to work in an
environment where there is no perimeter.
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PUZZLE

CURRENT LANDSCAPE

Currently, security operations involves use of a
number of largely independent software tools, with
coordination, decision making and integration being
the result of human cooperative activity. Timely
detection and response are already problematic
under this arrangement [...] Ever-increasing
automation and integration of security operations
processes will be necessary to keep pace. More of the
decision making authority will need to be devolved to
intelligent software, with human analysts taking on a
goal-setting, supervisory role and working in co-
operation with autonomous software agents.
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PUZZLE

A CROWDED MARKET SEGMENT
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PUZZLE

WHY PUZZLE?

 Lack of common and uniform Security Service
Marketplace

« “Security-as-a-Service” APIls In SMEs&Mes secure
management software

« Monitoring & Introspection, Distributed Firewall, SIEM, etc.

 Lack of edge-cloud iInteroperability met In
today’s business ecosystems

* Network Security Functions for SMEs&Mes for delivering cost-effective
managed security services

« Emergence of service-oriented orchestration
paradigms
« more automation in design, deployment, re-configuration
« optimal security policy deployment during run-time
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PUZZLE

TOP SECURITY PRIORITIES FOR SMEs & MEs

Nearly everyone — 94% of

1. Edge-Cloud applications and respondents — admitted
mixed-criticality services to experiencing a
o security incident in the
2. Vulnerability management last 12 months.
3. Configuration management
4. Complirance
5. Runtime threat detection Seci iy
6. Risk profiling and miscnfratn .
prioritization =
/. Visibility — Threat N
intelligence sharing -
e
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VALUE PROPOSITIONS & AMBITION

v Security-a-a-Service S
VMarket p¥ace ‘== :g* B

« Externalization of security
processes >

v Edge-cloud Applications and ) =
Recommendation g
v Programmatic Inspection and e YA
MonTtoring [
v Threat Intelligence Sharing
M a r ke t p aC e BLOCKHAIN-BASED THREAT INTELLIGENCE SHARING

Services
v Optimal Security Policy
v Portability
v'Service Orchestration
v'On-boarding of Innovative .$
Security Services to the .
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PUZZLE
PUZZLE OBJECTIVES b | _
’_ Provider . Provider

v'Decouple the service business logic from R '\

the security management "
v’ Automate security management and

response to threats, security incidents, Service orchestration

attacks Q | Security orchestration

v'Optimal security deployment plans per
target business ecosystem

v'Reduce the run-time overhead of
security processing

Security model

Execution environment
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PUZZLE

CONCEPT

“A flexible platform that runs a
number of complementary security

Service
providers

PUZZLE q:»
Marketplace

services (for detection and analysis) Shef":cet
° ° orchestrator
and feeds them with the appropriate
context from a dynamic and evolving cypersecurty (@) Confouraton

Adaptation through programmability

S y S te m 7 operators
Detection PUZZLE Secaa$
@ and analysis Security Enablers

Programmatic access to security context

Orchestrate security processes
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PUZZLE

PUZZLE CONCEPTUAL ARCHITECTURE
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v Development of PUZZLE’s ecosystem
cyber threats data and risk model
v’ Risk Management

v’ Risks, Threats, Assets, Attack Types,
Vulnerabilities, Control Elements

v Optimal Security Policy
Recommendation ~)

Orchestration

v Constraint Solver

B

v' Advanced Intrusion Detection, = ns ©
continuous RA, SIEM, honeypots, @ 10
etc. ‘ =

v’ Trusted Computing — Attestation and

Verification Methods
v’ Cyber-security Analytics

v’ Threat Intelligence Information
Sharing

Virtual Fimction !
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FURTHERMORE...THREAT INTELLIGENCE
SHARING

Timely Centralised

Intelligence is useless if delivered too Centralised control allows for efficient
late Less-than-perfect outputs — allocation of resources and a primary
delivered on time are preferable to point of contact

outdated matenal.

v Different levels of threat intelligence

v’ Secure, privacy-preserving and
accountable information sharing

v" Use of Blockchain-Market

Accessible

Intelligence  products should be
designed and delivered with its
intended audience in mind

Responsive
Intelligence should be responsive

A consumers, with clearly defi
A reporting lines

Continuous
review

Assessments should be continually tested
against new information, while feedback
should spread throughout the cycle.

Analysts should remain impassive v
assessments, which should be m:
independently from the policy proce:!

.

Nx
- vt » -
Sharing Systematic
Intelligence  should be  shared . Source, data and information should
according to protective markings, while be methodically exploited in a coherent
protecting sources, when required. and coordinated fashion.
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PUZZLE

KEY TECHNOLOGY ARTEFACTS

v"Runtime Risk Assessment,
Forecasting & Compliance

v’ Edge Trust Assurance Services
v'Network Security Management

v’ Orchestration of “Security-as-a-
Service” Enablers

v Efficient Data Monitoring, Querying
and Processing

v’ Collective threat Intelligence & DLTs
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CLOUD-BASED ACTIVITY TRACKING & PERSONAL DATA MONITORING SERVICES

2 UBITECH

Data Anonymization and Privacy Preservation

Privacy, confidentiality and
security both at the cloud
and edge

« Direct Anonymous Attestation

Data Integrity

« Digital Signatures & Integrity
Verification

Secure Data Sharing

« Data_sharing, privacy, i
confidentiality and security
considerations, both at the
cloud based infrastructure as
well as at the edge level

Data Volume Handling and
Scalability Issues
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2 UBITECH
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CLOUD-BASED NETWORK MEDIA INFRASTRUCTURE & MANAGEMENT PLATFORM

v FOGUS Media tool: user’s experience management platform for multimedia services

Fundamentals of the FOGUS Media tool

* Twofold Scope
e Quality of Experience (QoE) subjective assessment of multimedia services
e Automated QoE evaluation tests of multimedia services

e A core QoE component with three interlinked functions

At Mellanox

Reliable, secure and passive QoE monitoring
Efficient, dynamic and objective QOE estimation
Robust and real-time QoE-driven service management
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Multimedia

Service/app Experiments

configuration

Service layer
(Test automation, Experiment manager)

Performance
fingerprint

FOGUS
MediaTool

Frogus

Infrastructure layer
(Core network functions, RAN)
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v" Authorized users
v Authentication

v" Usability check

v" Privacy / anonymity
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PUZZLE
A- O s
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m FIREWALLS WINDOWS D
LINUX . - SERVERS MAINFRAMES Secur ity
SERVERS -
. U (s o SIEM agents :
o [ KR [ e | owes b - sensm Engine
)= SERVERS SERVERS Cog0r e o
ERP \ ! TASK-SPECIFIC APLICATION . e > & \
WEB SERVERS == N7 22— A
SERVERS / SERVERS == > A3 T
LOG MANAGEMENT

¥ 4 A 4
SIMPLIFYING COMPLIANCE ENHANCING SECURITY ORGANIZING IT & > g?gﬁ?gegﬁﬂﬁeg?tal servers and static service
Compliance reports for regulations & Real-time security alerting & analysi NETWORK OPERATIONS -

' Inl:::h;_lﬂﬁ-i:? t R IT monitoring across the infrastructure v Virtualization, mU!ti—tenancy, CIOUd—native appliC@tionS,
- software repositories, elastic and dynamic topologies
h/Old _ - - - -
k.54 @ @ @ » Beyond rigid appliances and services for cybersecurity
v programmable agents, flexible streaming and pipelining, fast
REFORTING - AUDITING o e e off?oading, security enablers and Trust anchors
- Tethniy e, ..
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PUZZLE

EXPECTATIONS

« Help us identify additional needs and functionalities to be
supported by such a marketplace

* Go beyond the scenarios already identified in the context of our
use cases;

» Priority in the type of assets to be protected;
» Security or Privacy (or both) a consideration; WE BINAR
« Online Questionnaire

e https://ec.europa.eu/eusurvey/runner/PUZZLE

« Feel free to contact us for any further feedback/comments Expectations

o Christina Stratigaki, Project Coordinator
(cstratigaki@ubitech.eu);
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PUZZLE

Questions?
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