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Fundamental legal questions

What benefitsmight this technologybring?

Whichcouldbe the legal implications?

How will this be regulated?
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PersonalData
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BlockchainandPersonalData.

“PersonalData”:very broaddefinition underRegulation(EU) 2016/679 (the General Data Protection
Regulation, orέD5twέύ

άany information relatingto an identified or identifiable natural person(data 
subject)έΦ

Includesdetailswhichcan identify individuals(e.g., names, nationalID numbers), as well as any
information linkedto an individual who is identified (e.g., contactdetails, ordersmade, location).

Evenif information isencrypted, if it relates to an individual andthe encryptioncan be reversed, it isstill
personaldata!

As it will still be informationrelatingto an identifiable individual...
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BlockchainandPersonalData.

Thereare, essentially, two typesof data whichmaybestoredon a blockchain:

1. Metadata.Information related to an upload made onto 
the blockchain.

Å May be considered personal data, if it is possible to identify the 
uploader lawfully and through not particularly complex means.

Å Certain alternatives have been suggested in an attempt to render 
public keys anonymous, to avoid their qualification as personal data 
(zero-knowledge proofs, noise).
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BlockchainandPersonalData.

Thereare, essentially, two typesof data whichmaybestoredon a blockchain:

2. Transactional data.Information uploaded onto the 
blockchain.

Å May include any type of information, including personal data.

Å Encryption / hashing vs. anonymous data

Å On-chain storage vs. off-chain storage
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 1.1: Lawfulness

Å Generally, the handling of personaldata via a 
blockchain-basedsystemisnot a purposein itself, 
but rather a meansto achievea givenpurpose.

Å It is important to identify the reasonfor which
personaldata are handledvia a blockchainsystem, 
sothat a legal basisfor that reasoncan be properly
selected.

Å It ispossibleto conceiveof situationswhere
ƛƴŘƛǾƛŘǳŀƭΩǎconsentcan be leveraged, but alsothe
needto performa contractwith an individual, to 
complywith applicablelaw, or to pursuelegitimate
interests.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 1.2: Fairness

Å Blockchainsystemsmeantto handlepersonaldata should
be carefullydesignedin order to ensurethat the privacy, 
autonomyandintegrity of individualsisnot unreasonably
harmed.

Å Thesamegoesfor organisationswishingto makeuse of
blockchainsystemsto processpersonaldata ςcarrying
out a Data ProtectionImpactAssessment(DPIA), when
not legallyrequired, isnonethelessstrongly
recommendedto allow this assessmentto be made.

Å Theway in whichindividualsare informed as to how their
data maybe affectedby use via blockchainmust be
carefullythoughtout.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 1.3: Transparency

Å It isnot alwayseasyto identify the information
requiredby the GDPR, particularlyfor public
blockchains(e.g., recipients, retention periods, 
internationaltransfers).

Å Nonetheless, the keyis to providemeaningful
information to data subjects, meaninginformation
which is relevant to them, to the greatestextent
possible.

Å Thisisnot as muchof a problemwith private
blockchains.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 2: PurposeLimitation

Å Organisationsneedto mapthe purposesfor which
they collectedpersonaldata, andavoidthe reuse, 
combinationor repurposingof thosedata for 
incompatiblepurposes.

Å Theuse of blockchaindoes not necessarilycollide
with this principle, as it isbut a meansto achievea 
givenpurpose(or purposes).

Å Storageof personaldata, collectedfor an initial
purpose, on blockchainfor further archiving
purposes, maybe justifiedunderthe GDPR insofar
as thosearchivingpurposesare carriedout in the
pubicinterest.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 3: Data Minimisation

Å Thisprincipleisa potential major obstacleto 
blockchainuse underthe GDPR.

Å Blockchainshouldonlybe usedto handlepersonal
data if this isnecessary(i.e., there are no less
privacy-intrusivealternativesavailable).

Å On-chainstoragemaybe inherentlyat oddswith
this principle. Off-chainstoragethereforeseemsto 
be a preferableapproach.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 4: Accuracy

Å Data on a blockchaincannot, in principle, be
retroactivelyamended.

Å Amendmentscouldbe carriedout by additing
supplementaldata to the blockchain.

Å Off-chainstorageappearsto be the bestwayto 
ensurecompliancewith this principle.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 5: StorageLimitation

Å Thetendentiallyimmutablenatureof blockchain
systemsis in conflictwith this principle.

Å While it maynot be possibleto erasedata on-chain, 
disablingread/write accessof others(exceptfor the
data subject) couldachieveanequivalentend
result.

Å While transactionaldata can bekept off-chain, 
publickeyscannot. 
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 6: IntegrityandConfidentiality

Å Thosewishingto resort to blockchainto process
personaldata must considerif the systemin 
questionoffers sufficient securitymeasures.

Å Thisrequiresan in-depth analysisof that system, to 
ensurethat a reasonablelevelof securityis
afforded.
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BlockchainandPersonalData.
Data ProtectionPrinciples:

PRINCIPLE NO. 7: Accountability

Å Blockchain-basedsystemsmaybeableto keep
records of all operationscarriedout with certain
typesof personaldata

Å Blockchaincouldpotentiallybe leveragedas an
accountabilitytool, either complementingor (if the
complexityof informationwhichcan be storedon
the blockchainallowsit) evenassumingthe role of
records of processingactivities(as requiredby
GDPR).
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BlockchainandPersonalData.
Data Protectionby Design; Fairnessby Design:

Data Protection by Design:
Implement appropriate technical and organisational measures to 

ensure that your systems/activities involving the processing of 
personal data respect the data protection principles.

1. Processingof personaldata via IT systemsshould be the outcome of a design
project.

2. Measuresto ensure effective protection of personal data should be carefully
selectedandimplemented.

3. The measures chosen must be appropriate and effective in ensuring and
demonstratingcompliance.

4. All measures identified must be effectively integrated into the processing
system/activitiesforeseen.

EuropeanData ProtectionSupervisor, Opinion5/2018 ςPreliminaryOpiniononprivacybydesign
https://edps.europa.eu/sites/edp/files/publication/18-05-31_preliminary_opinion_on_privacy_by_design_en_0.pdf

https://edps.europa.eu/sites/edp/files/publication/18-05-31_preliminary_opinion_on_privacy_by_design_en_0.pdf
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BlockchainandPersonalData.
Data Protectionby Design; Fairnessby Design:

DATA PROTECTION IMPACT ASSESSMENT

Å Users of blockchain systems(whether just to upload personal data, or to access uploaded personal data) 
must also consider the principle of data protection by design.

Å DPIA = A thorough assessment of an intended processing activity, in order to identify and mitigate 
potential risks to the rights and freedoms of data subjects concerned, which should be documented for 
accountability purposes.

Describeprocessing
operationsandpurposes

Assessnecessityand
proportionality

Assessrisksto data subjects Identify measuresto 
addressrisks
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BlockchainandPersonalData.
Data Protectionby Design; Fairnessby Design:

Fairness by Design
A further specification of the principle of Data Protection by Design.

The processing of personal data must be balanced and 
proportionate towards data subjects.

Å 5ŀǘŀ ǎǳōƧŜŎǘǎΩ interests and reasonable expectations of privacymust be considered from the design stage 
= any systems intended to process personal data must be configured so as to respect individuals’ privacy, 
autonomy and integrity.

Å Algorithms used to make decisions regarding individuals should be regularly controlled against bias and 
discriminatory results.

Å Data subjects should be empowered and afforded control over their data to the greatest extent possible.
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PersonalData + Blockchain
Conclusions

Å Blockchainanddata protectionprinciplesdo not necessarilyseeeye-to-eye; in particular the
principlesof data minimisation, storagelimitation , andthe rightsof data subjects.

Å Thereare significantissuesin assigningdata processingroles to blockchainparticipantsand
identifyinginternational transfersof data, in particular wheretheD5twΩǎformal requirements
regardingthesetopicsare concerned.

Å Off-chainstorageof personaldata (keepingonlyreferencesto the data on-chain) appearsto bean
effectiveworkaroundfor manyof the issuesdescribed.

Å Whileblockchainsystemshavethe potential to empowerdata subjects, data protection principles
must be consideredfrom their design phasein order to ensurethat they are craftedin a manner
compliantwith the GDPR.
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Thank you for your attention!
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