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GDPR and its implications on Blockchain Technology
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[ T Blockchainand PersonalData.

“PersonalD a t ety broaddefinition underRegulationEU) 2016/679tke General Datdrotection
Regulationoré D5t we U

cany information relatingto anidentified or identifiable natural person(data
subjecie @

Includesdetailswhich canidentify individuals(e.g.,names nationalID numberg, aswell asany
informationlinkedto anindividualwho isidentified (e.g.,contactdetails ordersmade location).

Evenif informationis encrypted if it relates toanindividualandthe encryptioncanbe reversed it is still
personaldata!

Asit will still be informationrelatingto anidentifiable individual...



|C,T Blockchainand PersonalData.

Thereare, essentiallytwo types of data which maybe storedon a blockchain

1. Metadata.lnformation related to an upload made onto
the blockchain.

A May be considered personal data, if it is possible to identify the
uploader lawfully and through not particularly complex means.

A Certain alternatives have been suggested in an attempt to render
public keys anonymous, to avoid their qualification as personal da
(zercknowledge proofs, noise).



|C,T Blockchainand PersonalData.

Thereare, essentiallytwo types of data which maybe storedon a blockchain

h

2. Transactional datelnformation uploaded onto the
blockchain.

A May include any type of information, including personal data.
A Encryption / hashing vs. anonymous data

A On-chain storage vs. cthain storage



BlockchainandPersonalData.
DataProtectionPrinciples

PRINCIPLE NO. 1lEwfulness

A Generallythe handlingof personaldata via a
blockchainbasedsystemis not a purposein itself,
but rather a meansto achievea givenpurpose

A It isimportant to identify the reasonfor which
personaldata arehandledvia ablockchainsystem
sothat a legalbasisfor that reasoncanbe properly
selected

A Itispossibleto conceiveof situationswhere
A Y R A @domseaicdnleedeveragedbut alsothe
needto performacontractwith anindividual, to
complywith applicablelaw, or to pursuelegitimate
interests
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BlockchainandPersonalData.
DataProtectionPrinciples

PRINCIPLE NO. 1f2Zirness

A Blockchairsystemameantto handlepersonaldatashould
be carefullydesignedin order to ensurethat the privacy
autonomyand integrity of individualsis not unreasonably
harmed

A Thesamegoesfor organisationsvishingto makeuseof
blockchainsystemdgo processpersonaldatac carrying
out a DataProtectionimpact Assessmen({DPIA)when
not legallyrequired is nonethelessstrongly
recommendedo allowthis assessmenio be made

A Theway in whichindividualsare informed as tohow their
datamaybe affectedby use viablockchainmustbe
carefullythought out.




Blockchainand PersonalData.
Data Protection Principles

PRINCIPLE NO. 1/3ansparency

A It isnot alwayseasyto identify the information
requiredby the GDPRparticularlyfor public
blockchainge.qg.,recipients retention periods
internationaltransfery.

A Nonethelessthe keyisto provide meaningful
informationto datasubjects meaninginformation
whichis relevantto them, to the greatestextent
possible

A Thisis not asmuchof a problemwith private
blockchains
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DataProtectionPrinciples
PRINCIPLE NO.Rirposel.imitation

A Organisationsieedto map the purposesfor which
they collectedpersonaldata,andavoidthe reuse,
combinationor repurposingof thosedata for
incompatible purposes

A Theuseof blockchaindoesnot necessarilycollide
with this principle asit isbut ameansto achievea
givenpurpose(or purposes.

A Storageof personaldata, collectedfor aninitial
purpose on blockchainfor further archiving
purposes maybe justified underthe GDPRnsofar
asthosearchivingpurposesare carriedout in the
pubicinterest.

Blockchainand PersonalData.
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Blockchainand PersonalData.
Data Protection Principles

PRINCIPLE NO.BataMinimisation

A Thisprincipleis a potential major obstacleto
blockchainuseunderthe GDPR.

A Blockchairshouldonly be usedto handlepersonal
dataif thisis necessaryi.e.,there are noless
privacyintrusivealternativesavailablg.

A On-chainstoragemaybe inherentlyat oddswith
this principle Off-chainstoragetherefore seemso
be a preferableapproach

© 2019 ICT Legal Consulting - All rights reserved WWW. iCtlegalconSUlting. com



|C,T Blockchainand PersonalData.

Data Protection Principles
PRINCIPLE NO.Accuracy

A Dataon ablockchaincannot in principle be
retroactivelyamended

A Amendmentscouldbe carriedout by additing
supplementaldata tothe blockchain

A Off-chainstorageappearsto be the bestwayto
ensurecompliancewith this principle




Blockchainand PersonalData.
Data Protection Principles

PRINCIPLE NO.Spragelimitation

A Thetendentiallyimmutablenature of blockchain
systemgds in conflictwith this principle

A Whileit maynot be possibleto erasedataon-chain
disablingread write acces®f others (exceptfor the
datasubjec) couldachievean equivalentend
result

A Whiletransactionaldata canbe kept off-chain
publickeyscannot
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Blockchainand PersonalData.
DataProtectionPrinciples

PRINCIPLE NO.I6tegrity and Confidentiality

A Thosewishingto resort toblockchainto process
personaldata mustconsiderif the systemin
guestionoffers sufficient securitymeasures

A Thisrequiresanin-depth analysisof that system to
ensurethat areasonabldevelof securityis
afforded
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Blockchainand PersonalData.
DataProtectionPrinciples

PRINCIPLE NO.Accountability

A Blockchairbasedsystemamaybe ableto keep
recordsof all operationscarriedout with certain
typesof personaldata

A Blockchaircould potentially be leveragedasan
accountabilitytool, either complementingor (if the
complexityof informationwhich canbe storedon
the blockchainallowsit) evenassuminghe role of
recordsof processin@ctivities(asrequired by
GDPR).
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[ T Blockchainand PersonalData.
_Data rotectlon“by Design;Fairnessy Design:

Data Protection by Design:
Implement appropriate technical and organisational measures to
ensure that your systems/activities involving the processing of
personal data respect théata protection principles.

2 . | 1. Processingof personaldata via IT systemsshould be the outcome of a design
= project.

_ 2. Measuresto ensure effective protection of personal data should be carefully
i selectedandimplemented

\ 3. The measures chosen must be appropriate and effective in ensuring and
demonstratingcompliance

4. All measuresidentified must be effectively integrated into the processing
4 systeniactivitiesforeseen

EuropearDataProtectionSupervisorOpinion5/2018 ¢ PreliminaryOpinionon privacyby design
https://edps.europa.eu/sites/edp/files/publication/18®5-31 preliminary opinion_on_privacy by design_en_0.pdf



https://edps.europa.eu/sites/edp/files/publication/18-05-31_preliminary_opinion_on_privacy_by_design_en_0.pdf

i T Blockchainand PersonalData.
Data Protection by Design;Fairnesdy Design:

DATA PROTECTION IMPACT ASSESSMENT

Users of blockchain systen{whether just to upload personal data, or to access uploaded personal data
must also consider the principle of data protection by design.

DPIA =A thorough assessment of an intended processing activity, in order to identify and mitigate
potential risks to the rights and freedoms of data subjects concerned, which should be documented fol

accountability purposes.

Describeprocessing Assesqecessityand Assesgisksto datasubjects Identify measuredo
operationsand purposes proportionality addressrisks



|(,T Blockchainand PersonalData.

Data Protection by Design;Fairnesdy Design:

Fairness by Design
A further specification of the principle of Data Protection by Design.

The processing of personal data must be balanced and
proportionate towards data subjects.

AS5F O &iérésts and red3onable expectations of privamust be considered from the design stage

= any systems intended to process personal data must be configuredso & pect 1 ndi v i
autonomy and integrity

A Algorithms used to make decisions regarding individuals shoutddwarly controlled against bias and
discriminatory results

A Data subjects should lempowered and afforded control over their datto the greatest extent possible.



(C1 PersonalData +Blockchain
Conclusions

A Blockchairanddata protection principlesdo not necessaril\seeeye-to-eye; in particularthe
principlesof data minimisation, storagelimitation, andthe rights of data subjects

A Thereare significantissuesin assigningata processingolesto blockchairparticipantsand
identifyinginternational transfersof data, in particularwherethe D 5 t fofnal requirements
regardingthesetopicsare concerned

A  Off-chainstorageof personaldata (keepingonly referencedo the dataon-chair) appearsto be an
effectiveworkaroundfor manyof the issuesdescribed

A Whileblockchairsystemshavethe potential to empowerdata subjects data protection principles
must be consideredfrom their designphasein orderto ensurethat they are craftedin amanner
compliantwith the GDPR.
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19 Jun WP29 on the Cooperation Procedure
for the approval of the Binding Corporate
Rules for controllers and processors
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May European Union Agency for

GARANTE Fundamental Rights releases its “Handbook

PER LA PROTEZI Handbook on European on European data protection law - 2018
edition”

data protection law

2018 edition

We help you to manage data right.
Even when bad things happen.

Too easy to feel safe when things are right. Let us advise you how to manage critical si

30 Apr The Italian Data Protection Authority
prohibits companies from using software
which may monitor employees
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Stay updated!
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