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FORESIGHT scope FORESIGHT

Federated cyber range
Develop a federated cyber-range solution to
enhance the preparedness of cyber-security
. professionals at all levels and advance their
complex cross-domam/ skills  towards preventing, detecting,
hybrid scenarios reacting and mitigating sophisticated

cyberattacks

Extend the capabilities of existing
cyber-ranges and allow creating @ = o
ecosystem of networked training

complex cross-domain scenarios
jointly with the loT domain and simulation platforms

Deliver an ecosystem of networked realistic
training and simulation platforms that
collaboratively bring unique cyber-security
aspects from the aviation, smart grid and
naval domains
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CR Federation Concept F?@;RESIGHT

As defined in ECSO WG5 paper (Mar. 20)

A federated CR solution that

= agrees upon standards of operation (scenario/capabilities description language) in a
collective fashion

o can request provisioning of CR services within the federation
o each CR to implements/delivers them in own specific way

= complex and costly capabilities and functionalities are shared to achieve multiple UCs

Typically, can also encompass the integration concept, in which peer CRs

= communicate with each other to deliver a scenario / simulation ENV spread across
them

= plan the integrated network environment (IP address spaces, etc.)
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FORESIGHT federation platform for CRs/TEs F:@RESIGHT

FORESIGHT CRs
e 3 different cyber-ranges from two countries AR
« CybExer (EE) |
e Airbus and Naval Academy (FR)
* Developed for different domains
* Provide professional training on preparedness and
incident response to cyber security experts

FORESIGHT TEs

* 6 training environments from four countries
 KEMEA, UOP (GR) and OUC (CY)
 BDI (BG) and UOPHEC, USTRAT (UK)

* Mainly used for security education in the fields of
* penetration testing
» digital forensics
* malware analysis

'l Legend
* vulnerability assessment © CRsites

O TE sites

* incident response
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FORESIGHT high-level architecture

Component view

FORESIGHT
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FORESIGHT high-level architecture F:@RESIGHT

Deployment view
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FORESIGHT Federated Platform F?@RESIGHT

nique features and services

FORESIGHT Federation
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FORESIGHT high-level architecture F:@RESIGHT

.......................................................................
'

e Trainees / defenders
(blue team)

Gateway /
Controller  \irtual Subnets (L3) Created by CR on CR's infrastructure

Subnmet 1 hosts standalone CR A scenano |
Subnet x

..........................................................

e Cyber-attackers (red
team)

e Training planners

Federated
v Gateway /
Site to Site Multi tunnel ;| Controllier Virtual Subnets (L3) Created by CR on CR's infrastructure

CONAECHONS B e T ' ¢ Federated platform

administrators

e Peer CR/TE platform
admins (federation)
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FORESIGHT Federated Platform F?@;RESIGHT

Cross-domain and Dynamic Aspects
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CR information exchange FORESIGHT

Foresight Federation

Federation others components Iscenatio: I
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= | |
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Gamification Scoring Model

Architecture Overview

= Consists of
= Score calculation mechanism

= Application programming interfaces

= Various game mechanisms

= \Workflow

= Exercises’ results retrieved
= Results are aggregated

= Scoring / awards are calculated

= Automated trainee evaluation
= CR-specific tools
= Scenario-driven

FORESIGHT

Cyber Range 1

\Jt/

exercises

eV
|o

tasks

4 )

@

Q
=
<
®
w

FORESIGHT

E Q CR Federation

scoring game logic

iA

gamification

Cybor Range n

‘3’

exercises

BV
|0

tasks

.............. | [}
Internet [

13



FORESIGHT (Lightweight) Training Environments F?@RESIGHT
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FORESIGHT Training and Certification

Main pillars

Individual skills Team skills for cooperation
for cyber-security and communication
techniques (within org and externally)

FORESIGHT

A

Other skills to interact with/
benefit from the expertise of
specialized security bodies

— Different training models
— Varying difficulty levels
— Real-world attack scenarios

— Multi-faceted approach to cyber-security
— Certification based on standards
— Scalable, cost-effective, easy to use programs

FORESIGHT

15



FORESIGHT Training and Certification F@RESlGHT

Learning paths and certifications

A total of 60 modules are offered and organised by Classification as

learning paths = Cybersecurity Awareness (beginners)

= Learning Path 1 Naval " Intermediate Cybersecurity (intermediate)
(2 courses, 7 modules) = Cybersecurity Professional (advanced)

= Learning Path 2 Power Grid

(3 courses, 12 modules) o .
FORESIGHT Certifications on each domain

= Learning Path 3 Aviation
(3 courses, 7 modules)

= Learning Path 4 General
(7 courses, 34 modules)

l Advanced level
| Intermediate level

lsqﬁmeﬂenl
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Example Use Case (Aviation) F:@RESIGHT

Advanced Persistent Threats
Attacker
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Example Use Case (Power Grid)
Replay / data integrity attacks

FORESIGHT
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Example Use Case (Naval) F:@RESIGHT

Malware Spreading
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FORESIGHT Innovation potential

Simulated or emulated
Handle all types of

infrastructures

environments

Federated cyber-training
environment

Cater to multi-domain training
requirements by allowing cyber-
ranges to connect to each other

Novel cyber-security

training evaluation process

Human risk behavior
management in cyberspace

FORESIGHT
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Strengths
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econometric models

FORESIGHT

Create simulations of real-life
situations where the trainee is
assessed based on his/her
reactions.

Adaptive learning

gamification approach

Threat information
gathering, analysis and
sharing techniques

A CTI repository that
combines, correlates and
analyses threat intelligence

Cyber-security
Pricing, game, strategic

decision, market efficiency, and
asymmetric information theory
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