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The challenge in Energy sector

Regulatory drivers

• EU Clean energy package – must enable data access and deal with 

50% of energy from renewable energy sources

• GDPR – must comply with 8 rights 

Financial drivers

• Race to offer suitable energy flexibility services to market

End-user expectation

• Need to be in control of his/her data
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Problem we are solving

• Enable data access (from household to datahub level)

• Deliver an auditability and privacy solution

• Integrity of energy consumption data and transparency mechanisms.
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EXISTING DATA 
ACCESS and DATA 
INPUT 

SOFIE 
APPROACH

Household 
Smart 
meter

Elering
ESTFEED 

data 
exchange 
platform

Energinet
DATAHUB 

energy 
readings 
platform

Windfarm 
IoT - smart 
meter Grid 

OUTCOME

— Mediator of trust between 
participants

— Reduction of the integration 
cost

— Data normalization, 
indexing and search

SOFIE FEDERATED PLATFORM

Interledger component; Identity/Authentication module; Privacy & 

Data sovereignty; Semantic representation layer; Discovery & 

provisioning module

SOFIE ENERGY
GRID ADAPTERS

Smart meter Data exchange 

=

Energy trading 

marketplace; Flexibility 

service provider;

Security and audit

=

Data owner reporting;

Regulators & energy 

balance.

— Source of smart meter data

— Lack of trust

— Data normalization 
challenge

— Cyber security issues, log 
security

— Access to data

— End-Users Dashboard and 
situational awareness

— 3rd party auditability 

— GDPR compliant authorization

SOFIE Practical approach
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What does the consumer get?
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An overview of energy 

consumption/production



What does the consumer get?
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An overview 

who has accessed,

received data



What does the consumer get?

Cryptographic proof
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+
ESTFEED

+
DANISH DATAHUB

Pilot’s Vision

To enable seamless 

exchange of data in Europe 

with just few clicks from data 

owner side

Users

• Data owners

• Intra day energy brokers

• Retailers

• Network operators
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Conclusions

General:

• Data accessibility is a must

• Decentralization is vital for future energy platforms

• Security and privacy aspects to be solved together with new 

infrastructure

Pilot perspective:

• Authentication and Decentralised Identifiers are working

• Data owner has control
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Thank you!
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