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The European watch

e practices and tips for cybersecurity

® 11:00-11:10 - "Keep your cyber hands clean" - Nicholas Ferguson, Trust-IT Services
& Cyberwatching.eu

® 11:10-11:20- "Teleworking and cybersecurity in times of Covid-19: challenges and
risks for SMEs" — Ciprian Oprisa, ClujIT

® 11:20-11:30 - “Digital Solutions in times of Covid-19" — Moritz Zimmermann,
Digital SME Alliance & Cyberwatching.eu

® 11:30-11:40 - “Tips and must dos for cybersecurity"- John Davies, CyberWales
® 11:40-11:50 - Round table Q&A

® 11:50-12:00 - Closing remarks

Teleworking during COVID-19: Good practices and tips for cybersecurity| www.cyberwatching.eu | @cyberwatching.eu
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lSWCSC

SWCSC Video
Conferencing Service
Selector Guide for SMEs

Don't make do - make a considered
selection

& Open the Selector

Trusted platforms for SMEs

@ Cyber Security Cluster Video Conferencing
Selector

@ Helping to understand the security and
privacy controls available on over 40 conf.
call tools

@ Functionality & License

@ Supported Operating System

@ Authentication & Data Confidentiality
@ Privacy & Compliance

https:www.southwestcsc.org/protecting-your-business/

Teleworking during COVID-19: Good practices and tips for cybersecurity| www.cyberwatching.eu | @cyberwatching.eu
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EU Project Hub - Europe’s only collaboration platform for EU-funded
cybersecurity and privacy projects. Concertation and Cluster
workshops to foster collaboration and market readiness of results.

118 services
48 providers

Promote EU innovation
to the EU market

O Marketplace - A curated Marketplace of R&I results
and services offered by providers across Europe. Market
readiness training for projects and SMEs. Free tools,
guides and workshops for SMVIEs across the EU.

Recommend policy and
standards best practices

O Policy, standards and certification - Recommendations
reports: standards and certification, GDPR and emerging
technalogies. Technology radar including €560 million worth of
funded projects.

resources
for policy
makers

Teleworking during COVID-19: Good practices and tips for cybersecurity| www.cyberwatching.eu | @cyberwatching.eu
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=GDPR
STEMIPERATURE Understand your potential risk exposure to GDPR sanctions (Link)

cyberwatching.

E“NBF-HEE"A““N Improve your GDPR posture with this check-list tool (Link)

cyberwatching.

CYBERSECURITY Basic cybersecurity concepts to improve awareness and foster
@ SELFASSESSMENT - pest practces. Link)

New online self-assessment resources for SME coming in 2020 —
» Cyber risk assessment tool — Understand vulnerability levels
» Lightweight Cybersecurity seal — in collaboration with SGS

SGS.

Teleworking during COVID-19: Good practices and tips for cybersecurity| www.cyberwatching.eu | @cyberwatching.eu
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Cybersecurity and Privacy Training

*CANVAS MOOQOC: The Massive Open Online Course is an
overview of the central principles and challenges in the
fields of cyber security, privacy and trust.

*Training on the GDPR by GRUPOQO CFI: This online
course, held in Spanish, deals with all the requirements
and obligations established by the General Regulation
of Data Protection of Europe (GDPR).

Risk management services

*Ethical Hacking Services by Shorr Kan IT Engineering S.r.L.:
This provides penetration test services, simulating cyber
security attacks.

*H-PREDICTIVE PLATFORM: This merges digital twins and
adversary simulation to anticipate attacks and manage risk
in an ICT infrastructure, through a lifelong continuous
process of assessment and adjustment.

Resources from the Marketplace

Privacy tools and services

*Clym: This platform is a solution for global privacy
needs, which allows the management of cookies,
policies, procedures, terms & data subjects' requests
while automatically building evidence through consent
receipts.

*OPERANDO PlusPrivacy: This provides a unified
dashboard for protecting the users from a variety of
privacy threats.

Consultancy services

*Security Advisory service by @Mediaservice.net:
Analysis & Testing, assessing the level of safety of a
defined area, and Compliance & Governance,
improving safety management, and ensuring
compliance with laws and market standards.
*Consulting services by BLACKSWAN SRL: Four kinds of
services: support with advice or directly managing the
certification process, risk control, training, and frontier
security.



https://cyberwatching.eu/projects/1267/canvas/products/canvas-mooc
https://cyberwatching.eu/providers/1083/grupo-cfi/products/training-gdpr-spanish
https://cyberwatching.eu/providers/1087/clym/products/clym
https://cyberwatching.eu/projects/970/operando/products/plusprivacy
https://cyberwatching.eu/providers/1101/shorr-kan-it-engineering-srl/products/ethical-hacking-services
https://cyberwatching.eu/providers/1827/haruspex/products/h-predictive-platform-0
https://cyberwatching.eu/providers/1094/mediaservicenet-srl/products/security-advisory-service
https://cyberwatching.eu/providers/1100/bl4ckswan/products/consulting-services

@ghlgmralching. ECSO Cyber Solidarity
Campaign

on cybersecurity & privacy

COVID-19 CYBERSECURITY
RESPONSE PACKAGE

Rapid response initiatives, tools and services from the EU
cyber community

@® Healthcare sector resources ® Working from home
® General COVID-19 resources @® Cyber attacks during COVID-19
® National/regional initiatives ® Download


https://www.ecs-org.eu/documents/uploads/covid-19-package-last-update.pdf

eZhykematching. Onl”,]e Surveyf .
wemite Cybersecurity and Privacy in
Covid-19

@® Aim: understand the change in social interactions and at the
same time to understand society's acceptance of the social
good of giving up some of their privacy

® 4 areas: Online transactions, Privacy Tracking apps, GDPR,
Health Data

@® Completion time: 10 minutes
® Personal data not collected

@ Results will be collected and analysed in D3.5 Risk and
recommendations on cybersecurity services

www.cyberwatching.eu/online-survey-cybersecurity-and-privacy-covid-19
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Teleworking during COVID-19: Good practices and tips for
cybersecurity

@® 15 EU countries and 5 Non-EU Research & Academia [N NN
PARTICIPANTS PER COUNTRY SMEs and large companics N
H Belgium
7
Ll Cybersecurity & Privacy Clusters || NENENENRNKGTEE
M United Kingdom
B Spain 6 . .
National and regional
® Germany administrations -
M Austria 5
B Romania i
. Creece o Policy & Regulators || G
B France 8
(] q .

i 3 Research and Innovation Project || I
B Switzerland
B United States of America
i A e 2 Standardisation organisations (SDOs) [l
B Qatar

Finland 1 Financial services and insurance .
B Argentina l I industry

Serbi
M Ser |a' 0 0 2 4 6 8 10 12 14

Albania Country

B Netherlands
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Thank-you

Nicholas Ferguson
n.ferguson@trust-itservices.com
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