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Teleworking during COVID-19: Good 
practices and tips for cybersecurity

11:00 – 11:10 – ”Keep your cyber hands clean" - Nicholas Ferguson, Trust-IT Services 
& Cyberwatching.eu

11:10 – 11:20– "Teleworking and cybersecurity in times of Covid-19: challenges and 
risks for SMEs" – Ciprian Oprisa, ClujIT

11:20 – 11:30 – “Digital Solutions in times of Covid-19" – Moritz Zimmermann, 
Digital SME Alliance & Cyberwatching.eu

11:30 – 11:40 – “Tips and must dos for cybersecurity"- John Davies, CyberWales

11:40 - 11:50 – Round table Q&A

11:50 – 12:00 – Closing remarks
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Trusted platforms for SMEs
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Cyber Security Cluster Video Conferencing 
Selector

Helping to understand the security and 
privacy controls available on over 40 conf. 
call tools

Functionality & License

Supported Operating System

Authentication & Data Confidentiality 

Privacy & Compliance

https:www.southwestcsc.org/protecting-your-business/   

https://www.southwestcsc.org/protecting-your-business/
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253

118 services
48 providers



Cyberwatching.eu free 
resources for SMEs
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Basic cybersecurity concepts to improve awareness and foster 
best practices. (Link)

Understand your potential risk exposure to GDPR sanctions (Link)

Improve your GDPR posture with this check-list tool (Link)

New online self-assessment resources for SME coming in 2020 –
➢ Cyber risk assessment tool – Understand vulnerability levels
➢ Lightweight Cybersecurity seal – in collaboration with SGS

https://www.cyberwatching.eu/cybersecurity-best-practices-smes-assessment
https://www.cyberwatching.eu/cybersecurity-best-practices-smes-assessment
http://www.gdprtool.cyberwatching.eu/
http://www.gdprtool.cyberwatching.eu/
http://www.infonoticetool.cyberwatching.eu/
http://www.infonoticetool.cyberwatching.eu/


Resources from the Marketplace
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•CANVAS MOOC: The Massive Open Online Course is an 
overview of the central principles and challenges in the 
fields of cyber security, privacy and trust.
•Training on the GDPR by GRUPO CFI: This online 
course, held in Spanish, deals with all the requirements 
and obligations established by the General Regulation 
of Data Protection of Europe (GDPR).

Cybersecurity and Privacy TrainingCybersecurity and Privacy Training Privacy tools and servicesPrivacy tools and services

•Clym: This platform is a solution for global privacy 
needs, which allows the management of cookies, 
policies, procedures, terms & data subjects' requests 
while automatically building evidence through consent 
receipts.
•OPERANDO PlusPrivacy: This provides a unified 
dashboard for protecting the users from a variety of 
privacy threats.

Risk management servicesRisk management services

•Ethical Hacking Services by Shorr Kan IT Engineering S.r.L.:
This provides penetration test services, simulating cyber 
security attacks.
•H-PREDICTIVE PLATFORM: This merges digital twins and 
adversary simulation to anticipate attacks and manage risk 
in an ICT infrastructure, through a lifelong continuous 
process of assessment and adjustment.

Consultancy servicesConsultancy services

•Security Advisory service by @Mediaservice.net: 
Analysis & Testing, assessing the level of safety of a 
defined area, and Compliance & Governance, 
improving safety management, and ensuring 
compliance with laws and market standards.
•Consulting services by BL4CKSWAN SRL: Four kinds of 
services: support with advice or directly managing the 
certification process, risk control, training, and frontier 
security.

https://cyberwatching.eu/projects/1267/canvas/products/canvas-mooc
https://cyberwatching.eu/providers/1083/grupo-cfi/products/training-gdpr-spanish
https://cyberwatching.eu/providers/1087/clym/products/clym
https://cyberwatching.eu/projects/970/operando/products/plusprivacy
https://cyberwatching.eu/providers/1101/shorr-kan-it-engineering-srl/products/ethical-hacking-services
https://cyberwatching.eu/providers/1827/haruspex/products/h-predictive-platform-0
https://cyberwatching.eu/providers/1094/mediaservicenet-srl/products/security-advisory-service
https://cyberwatching.eu/providers/1100/bl4ckswan/products/consulting-services


ECSO Cyber Solidarity 
Campaign

Healthcare sector resources

General COVID-19 resources

National/regional initiatives
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Working from home

Cyber attacks during COVID-19

Download

https://www.ecs-org.eu/documents/uploads/covid-19-package-last-update.pdf


Online Survey: 
Cybersecurity and Privacy in 

Covid-19
Aim: understand the change in social interactions and at the 
same time to understand society's acceptance of the social 
good of giving up some of their privacy

4 areas: Online transactions, Privacy Tracking apps, GDPR, 
Health Data

Completion time: 10 minutes

Personal data not collected

Results will be collected and analysed in D3.5 Risk and 
recommendations on cybersecurity services
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www.cyberwatching.eu/online-survey-cybersecurity-and-privacy-covid-19

http://www.cyberwatching.eu/online-survey-cybersecurity-and-privacy-covid-19


Who is online

Teleworking during COVID-19: Good practices and tips for 
cybersecurity

Total of 50 Registrants 

15 EU countries and 5 Non-EU
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National and regional
administrations

Cybersecurity & Privacy Clusters

SMEs and large companies

Research & Academia
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www.cyberwatching.eu
@cyberwatching.eu

info@cyberwatching.eu 

Thank-you
Nicholas Ferguson

n.ferguson@trust-itservices.com

http://www.cyberwatching.eu/
https://twitter.com/cyberwatchingeu
mailto:info@cyberwatching.eu

