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eztyhemyatching. Agenda

11:00411:10 € Cyherwatehing:eu & SOFIE Workshop Introduction Nicholas Ferguson, Trust-IT Services & Cyberwatching.eu
Project Coordinator (IT)

11:10-11:20 loT space and where SOFIE fits in, what kind of results are produced - a George Polyzos, Professor, Athens University of Economics and
broader sense overview Business (AUEB) (GR)

11:20-11:35 Combining multiple ledgers for better control - Interledger approaches in Santeri Paavolainen, Doctorate Researcher, Aalto University (FI)
loT

11:35-11:40 Q&A

11:40 - 11:55 Enabling Decentralised Identifiers and Verifiable Credentials for Constrained Vasilios A. Siris, Professor, Athens University of Economics and
loT Devices Business, (AUEB) (GR)

11:55-12:00 Q&A

12:00-12:10 Enabling next generation secure energy services through data exchange Priit Anton, Program Manager, Guardtime OU (ES)
liberation

12:10-12:20 A marketplace for flexibility: improving power network efficiency using Giuseppe Raveduto, Researcher, Engineering Ingegneria
electric vehicles Informatica (IT)

12:20-12:25 Q&A
12:25-12:35 Exploring DLT & loT use-cases in mobile gaming Max Samarin, Researchers, ROVIO (Fl)

12:35-12:45 Blockchain-based Architectures for Food Supply-Chain Management Spyros Voulgaris, Assistant Professor, Athens University of
Economics and Business (AUEB) (GR)

12:45 - 12:50 Q&A
12:50 - 12:55 Workshop Conclusion George Polyzos

12:55-13:00 Closing Remarks Nicholas Ferguson



vnﬂl‘wa[[:hmg The European watch on

The European o Cybersecurity and Privacy

on cybersecurity & privacy

EU Project Hub - Europe’s only collaboration platform for EU-funded
cybersecurity and privacy projects. Concertation and Cluster
workshops to foster collaboration and market readiness of results.

Promote EU innovation
to the EU market

O Marketplace - A curated Marketplace of R&| results
and services offered by providers across Europe. Market
readiness training for projects and SMEs. Free toals,
guides and workshops for SMEs across the EU.

marketplace
services

Recommend policy and

standards best practices
resources
for policy
makers

O Palicy, standards and certification - Recommendations
reports: standards and certification, GDPR and emerging
technologies. Technology radar including €560 million worth of
funded projects.




oa:lwmching.eu Supporting EU projects in

- .
the innovation pipeline
Mapping & o
C|UStering oversight
Projects

Project

Innovation
Radar landscape

Readiness Roadmap
Analysis strategy
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Trust-IT Services

Communicating ICT to markets

@

EU Project Radar

@® 188 R&I Projects mapped spanning 15 years
(Feb 2008 — Feb 2023)

@® New interactive & radar launch — early July

Rings illustrate project age Mapping categories

@® Secure Systems and

Drop
Technology

B uogeIYIAA

Hold @® Operational Risk and Analytics

@® Identity, Behaviour, Ethics and
Privacy

3Jus‘mssv

Assess

Trial
® National and international

Adopt )
op security and governance

@® Verification and Assurance

@® Human Aspects of
Cybersecurity
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@:Lyberwatching. The EU Project Hub

The European watch
on cybersecurity & privacy

Europe’s only
collaboration platform for

> 2

EU-funded projects in 1800 +150

Visits per month Project mini-sites Projects in People connected
Technology radar

cybersecurity and privacy

Create your Update your technology Connect and cluster
project mini-site radar rankings with other projects

Publish your results, Participate at events
reports, news and events and webinars
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Tech vs Market readiness
\arket Readiness Levels
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eZtylemwatching.eu
. The European watch

on cybersecurity & privacy

Iechnoloy Readiness Levels

Research Level, from the
unproven concept to the
proof of concept
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From the prototype The results a_re_ready to o
system close to expected be commercialized, but n
performance to operating there is still room for u
in an operation enhancement and some 5
environment at aspects should be P
pre-commercial scale. improved. .= Market
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From a first commercial The sales are going well = 3

system to technology
generally available for all
consumers.
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It seems almost
impossible that the
result/s can be introduced
into the market
successfully.

The project needs to
improve some aspects of
the preparation to
market, but it's ready to
join the End User Club for
validating results.

and the product/service is
stable.

® Isthe technology ready for the
market?

@® Isthe market ready for the
technology?

@® Goal: Synchronize time and content
of technology development and
market development to reach the
Sweet Spo

Technology @
Push pe

>

Technology Readiness Level (TRL)
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Pwalching.et  The Marketplace

The European watch & cyberwatching.eu/market-products-list

x on cybersecunty & privacy v/

New innovation from
European providers and :]% @ ‘ :‘8&
R&I projects +/0  Free +20  +1500

Services listed Resources for Workshops & Community
SMEs webinars members
Make it easy for new users to find you!
Publish your services, Promote at events and
news and videos webinars
[ ]
| / \
Create your Respond to RFiIs & RFQs Connect with a new
organization/project network of users and
rofil aborators
profiie Decentralized operation and security |Cr:1 tLe loT Space | 18 June 20
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The European watch
on cybersecurity & privacy

CYBERSECURITY & PRIVACY

cyberwatching.
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CYBERSECURITY & PRIVACY

\ /3 ) cyberwalching.
CANASTACIA

g CYBERSECURITY & PRIVACY
F2C Jmiitis
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PRIVO
LEDGE

Usable and transparent security suite oriented for smart home
systems based on Internet of Things (loT) with blockchain-based
integrity checking

Holistic solution enabling trust and security by-design for Cyber
Physical Systems based on loT and Cloud architectures

Open, secure, decentralized, multi-stakeholder management

framework. loT-Edge interactions

Scalable and holistic paradigm for secure inner- and cross-border
exchange, storage and overall handling of healthcare data with
blockchain-based integrity checking

Cryptographic protocols supporting privacy, anonymity, and
efficient decentralised consensus for DLTs

Decentralized operation and security in the loT Space | 18 June 2020

Just some projects innovating on loT
security and privacy

Telecare, telehealth, energy,
home automation and
security

Smart buildings, Mobile Edge
computing

Emergency situation
management

Healthcare

Online voting, insurance
validation, university diplomas
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S o F ' EAbout Results News Contact

SOFIE facilitates the smooth creation of
new loT business platforms through

Secure Open

Federat Io n for secure open federation - powered by the

Internet SOFIE architecture, software framework,
and reference implementation.

Everywhere

LATEST NEWS
SOFIE WORKSHOP: Decentralised
operation and security in the loT
Space 18/6/2020

i ! 8.Jun 2020
SOFIE
A SOFIE participating at NGloT
e - Webinar: The Interoperability

haturnan IaT Diatfarmea

@

https://www.sofie-iot.eu/

‘-Decentralzie:ihg;:;i;‘ag::cg?d security AI I p res e ntat i O n S &
recording

18 June 2020 ‘Time 11:00-13:00 CEST

https://www.cyberwatching.eu/decentralized-operation-and-
security-iot-space

More info and results

SOFIE project
SOFIE euHorizon 2020 project SOFIE, running 2018-2020

@ Helsinki, Tallinn, Athens, Terni &7 http://www.sofie-iot.eu/

[ Repositories 21 Packages People 3 Projects 1

Type: All ~

Semantic-Representation
Semantic Repre sentation com ponent

@®@Python %1 w1 (D0 110 Updated 8 days ago

Privacy-and-Data-Sovereignty
Privacy and Data Sovereignty component

®Python ¥3 tr1 (Do 110 Updated 9 days ago

Interledger

@Python 35 Apache-20 %¥1 w0 (Do 110 Updatedon 30 Apr

Marketplace

@Python 315 Apache-20 ¥ 0 t¥1 (D0 110 Updatedon 30 Apr

Discovery-and-Provisioning
Discovery and Provisioning component

@®pPython ¥0 tro (Do 10 Updated on 29 Apr

Framework
The SOFIE Federation Framework

veLeludiiZeu UPEIdUUI diu SeLulily 1 uie o1 opdee | 18 June

https://github.com/SOFIE-project

CYBERSECURITY & PRIVACY

@) VIARKETPLACE

mmﬂmﬂﬁ. |sssssse

MAKE IT EASY FOR BUYERS TO FIND YOU!

The Markoipiace |5  curated compendium o

= Dutpuis from campleind, EUunded ressarch projects
= Products and services ofered by pruviders acmss Ewrnpe

Tevs conscisated cobiecton of Europe-wite, cybersecurty-roiad farmation, products and services offers providers unparalied viskbity and accessibiity.
7o showCase your projsct o compary hera and sacun & frorkrow pasifon at e farefrant of the Eurapean crbarsecurty indusiry, ollck hars.

Leam mane about he markstpiacs
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SOFIE
Food Supply

Chain

SOFIE Food Supply Chain

SOFIE
Energy data

exchange

SOFIE Energy Data Exchange
Business Vertical

SOFIE

Semantic representation

component

BOFIE Semantic Representation
Component

SOFIE
Interledger

SOFIE Interedger Component

Federation

adapters

SOFIE Federation Adapters

Privacy and Data

Sovereignty

SOFIE Privacy and Data Sovereignty
Component

SOFIE

Provisioning & Discovery
component

SOFIE Provisioning and Discovery
Component

GuardYoo

GusrdYeo

loT

) Trust

IoTaTrust

SOFIE
Identity, Authentication &

Authorisation (IAA)
component

SOFIE dentity, Authentication and
Surtharisation (LA} Component

SOFIE
Marketplace

SOFIE Marketplace Component

Opindex™

://www.cyberwatching.eu/market-products-list



https://www.sofie-iot.eu/
https://github.com/SOFIE-project
https://www.cyberwatching.eu/market-products-list
https://www.cyberwatching.eu/decentralized-operation-and-security-iot-space

egtyigpwalching. Unlocking the potential and harnessing
the benefits of blockchain and DLT

on cybersecurity & privacy

INATBA: Multi-stakeholder support for blockchain and Distributed Ledger
Technology (DLT) to be mainstreamed and scaled-up across multiple
sectors.
NATBA aims to develop a framework that promotes public and private

sector collaboration, regulatory convergence, legal predictability and
ensures the system’s integrity and transparency.

Working Groups
® Energy
% INATBA ® Climate ® Education @ Interoperability
v Task Force ® Finance ® Social impact @ Privacy
https://inatba.org ® Real estate @® Mobility ® I|dentity

@ Healthcare @ Supply chain
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@ l:vher\l\!haEl[gIIIWI]g Upcoming events

@ SPARTA Brokerage event (22 June)
@ Cybersecurity and COVID-19 — Experiences from the frontline (23 June)

@ Innovating the EU project pipeline (July — date thc)
@ New EU Project radar launch

@ Being cybersecure during COVID-19: Best practices and tips for remote
working (July — date thc)

@ CS&P EU Project Concertation Meeting — (October — date tbc)
®I1CT2020 — 1-3 December, Cologne
@® Twenty2X — 9-11 March 2021, Hannover
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https://cyberwatching.eu/projects/1136/sparta/events/sparta-partnership-brokerage-event
https://www.cyberwatching.eu/projects/1270/panacea/events/panacea-webinar-cybersecurity-and-covid-19-experiences-frontline-23rd-june-2020-1100-cest

WORKSHOP: "Decentralized operation
and security in the IoT Space"

Thank-you and keep in touch | —

So*s

SOFIE

Nicholas Ferguson, Trust-IT Services
n.ferguson@trust-itservices.com
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= @cyberwatching.eu
The European watch : :
on Cybergecurity & privacy info@cyberwatching.eu
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https://twitter.com/cyberwatchingeu
mailto:info@cyberwatching.eu

