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The ANASTACIA framework includes

Security development paradigm

based on the compliance to security best practices and the use of the security components and enablers (this
will provide assisted security design, development and deployment cycles to assure security-by-design)

Distributed trust and security components and enablers

able to dynamically orchestrate and deploy user security policies and actions within complex and dynamic
CPS and loT architectures (online monitoring and testing techniques will allow more automated
adaptation of the system to mitigate new and unexpected security vulnerabilities)

Holistic Dynamic Security and Privacy Seal (DSPS)

combining security and privacy standards and real time monitoring and online testing (this will provide
guantitative and qualitative run-time evaluation of privacy risks and security levels, which can be easily
understood and controlled by the final users)
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5
7
<
Z
g
3

Default, weak, and hardcoded credentials
Difficult to update firmware and OS

Lack of vendor support for repairing
vulnerabilities

Vulnerable web interfaces (SQL injection,
XSS)

Coding errors (buffer overflow)

Clear text protocols and unnecessary
open ports

DoS / DDoS
Physical theft and tampering

Attacking loT
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Why ANASTACIA is needed

Cyber-attacks on loT are getting more and more widespread because of:
— Dynamically evolving nature of systems
— Increased internet-connectivity of equipment’s
— Constrained capabilities of loT systems, misconfigurations, absence of software updates...
— Lack of interoperability of devices deployed on distributed smart loT deployments.

Thereby, new types of attacks and 0-day vulnerabilities, such as Slow DoS Attacks (SDA)
are emerging and evolving

However, current network security solutions monitoring, management and reaction
systems/tools present low responsiveness and can unlikely cope with the dynamic loT
environments

— Besides, the deployment and management of NSFs (Network Security Functions) to mitigate cyber-

attacks have not yet properly studied and exploited in NFV/SDN-enabled loT networks.

All these security vectors claim for new context-aware security frameworks to allow
orchestrating NFV managers, SDN controllers and 10T controllers across 1oT domains,
thereby providing security chaining, as well as dynamic reconfiguration and adaptation
of the virtual security appliances according to monitoring and reaction mechanismes.
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Scenario and Use Cases

Resilient CPS5 in Smart Buildings
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Cloud
MEC preprocessing
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ANASTACIA’s Approach

* To cope with those challenges Anastacia is designing, implementing and evaluating
a holistic and dynamic SDN/NFV-based Security framework for loT

( SEAL MANAGEMENT PLANE USER PLANE

Seal Manager User Plane

——

Menitoring and Reaction
Plane

<
)
<
W
<
Z
?<
)

Security

Palicy

Monitoring
and
Verdicts Data

Reactions Security
Qrchestration

Policy set-up Plane

Security
Policy -

. &

Security Enforcement Plane Reactions

Monitoring
Data

S2UII2PING JU2WAO2A2D 2JeMIJOS 2JND2G
ADU2BUNUOD pue Bulj[2poW sl ADeALd

AUTONOMIC PLANE
CONTROL PLANE

DATA PLANE

ANASTACIA G.A. 731558 - www.anastacia-h2020.eu - Technical Review 7




-
>
<
Z
P
>

> W e

ANASTACIA’s main Key Innovations (KI)

Holistic policy-based security management and orchestration in loT
Investigation on innovative cyber-threats
Trusted Security orchestration in SDN/NFV-enabled loT scenarios

Dynamic orchestration of resources planning in Security-oriented SDN and
NFV synergies

Security monitoring to threat detection in SDN/NFV-enabled loT
deployments

Cyber threats automated and cognitive reaction and mitigation components

Behaviour analysis, anomaly detection and automated testing for the
detection of known and unknown vulnerabilities in both physical and virtual
environments

Secured and Authenticated Dynamic Seal System as a Service
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ANASTACIA architecture
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BMS area

*  BMS CASCADE ATTACK ON A MEGATALL BUILDING (MAN IN THE MIDDLE ATTACK — TEMPERATURE SENSOR
CHANGE)
— OBIJECTIVE: protecting the system from a remote manipulation for sensitive sensor data.

— THREAT: a hacker plans to gain control over critical temperature sensor to falsificate high values and
hence triggering the evacuation alarms.
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— DETECTION: data monitoring, machine learning models and data analysis to detect anomaly behavior
of temperature value.

— MITIGATION: Security orchestrator requests to the SDN controller and 10T controller to stop the
malicious data traffic.

*  OPENFLOW SDN SWITCHES
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Conclusion

ANASTACIA addresses the security management of distributed loT
scenarios, such as Smart Buildings or Smart Cities, that can benefit from
policy-based orchestration and management approach, NFV/SDN-based
solutions and novel monitoring and reaction tools to cope with new kind of
cyber-attacks

Security VNFs can be timely and dynamically orchestrated through policies
to deal with heterogeneity demanded by these distributed loT
deployments, than can be deployed either at the core of at the edge, in
VNF entities, in order to rule the security in loT networks

Dynamic and reactive provisioning of Security VNFs towards the edge of
the network can enhance scalability, necessary to deal with lIoT scenarios

Dealing with this general problem statement and use case raises several
research challenges, being faced in ANASTACIA
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